Journal for Educators, Teachers and Trainers

The PROFESIOLab electronic, peer-reviewed, open-access Magazine

ISSN 1989-9572

DOI:10.47750/jett.2020.12.04.026

INNOVATIVE IMAGE ENCRYPTION METHODOLOGY FOR 10T
SECURITY APPLICATIONS

'Ranjeeth Mamidi,

’Bandaru Sahaja,

3Pulyala Bhavani,

4Boora Chakravarthi,
>Chavanaboina Raja Shekhar

Journal for Educators, Teachers and Trainers, Vol.12 (4)

https://jett.labosfor.com/

Date of Reception: 28 April 2021
Date of Revision: 27 Aug 2021
Date of Acceptance: 18 September 2021

Ranjeeth Mamidi, Bandaru Sahaja, Pulyala Bhavani, Boora Chakravarthi, Chavanaboina Raja Shekhar (2021).
INNOVATIVE IMAGE ENCRYPTION METHODOLOGY FOR IOT SECURITY APPLICATIONS.
Journal for Educators, Teachers and Trainers, Vol.12(4).198-207.

Journal for Educators Teachers and Trainers JETT,Vol. 12(4);ISSN:1989-9572 198


https://jett.labosfor.com/

ournal for Educators, Teachers and Trainers

The PROFESIOLab electronic, peer-reviewed, open-access Magazine

Journal for Educators, Teachers and Trainers, Vol. 12(4)
ISSN1989 —9572

https://jett.labosfor.com/

INNOVATIVE IMAGE ENCRYPTION METHODOLOGY FOR 10T
SECURITY APPLICATIONS

]Ranjeeth Mamidi,’Bandaru Sahaja, 3Pulyala Bhavani,’Boora Chakravarthi,’ Chavanaboina Raja Shekhar

123 gssistant Professor, “Students
Department of ECE

Vaagdevi College of Engineering, Warangal, Telangana

ABSTRACT

Due to the Internet of Things' (IoT) fast advancements and the growing reliance on this technology in
household and financial applications, it is now essential to consider the security of data transmitted
through these IoT applications. This paper suggests a novel encryption technique for -critical
communications transmitted through Internet of Things applications. Four layers of protection are offered
for the private communication (in this example, a picture) by the suggested approach. Applying the
Conformal Mapping on the hidden picture represents the first stage. Less Significant Bits (LSB) are used
as the concealing technique to conceal the message inside the cover picture at the third level, while the
encryption and decryption (RSA) method is used to encode the image that is produced at the second level.
The final security step is to use GZIP to compress the stego image. The quality of the final image
following steganography was assessed using the peak signal-to-noise (PNSR) metric. The outcomes seem
satisfactory and encouraging. As a result, it is proposed that this technique may be used to transmit
confidential communications via [oT applications of particular significance.

Keywords: RSA encryption, image encryption, LSB hiding, and Internet of Things security.

I. INTRODUCTION

In the realm of research and practical applications, the Internet of Things (IoT) has been a hot subject of
conversation in recent years. The Internet of Things (IoT) is a concept that includes common objects that
can sense and communicate with related devices over the internet. Currently, there are several factors that
offer an appropriate setting for the growth and development of IoT. These include the fact that broadband
internet has comparatively cheaper connection costs and is generally accessible to all users. Furthermore,
it may be connected to a variety of sensors and devices (JEMAI, SADEK, SALIM, & TALBI, 2017).
Many gadgets that share a high-constraint connectivity are part of the Internet of Things. Since these
gadgets frequently work together to complete particular tasks, they may be used for a variety of purposes,
such as data gathering and monitoring, access, and processing. Smart homes, buildings, and cities,
environmental and traffic monitoring, and health and patient monitoring (also known as mHealth) are just
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a few of the areas where this technology is constantly evolving (Noura et al., 2018) (Kharchenko,
Kolisnyk, Piskachova, &Bardis, 2017). Since every entity has an online connection, the ideas of mobile
networks, traditional internet, and sensor networks have advanced significantly in the context of the
online of Things. In addition to data security and privacy, another important factor to take into account is
ensuring that the data is sufficiently integral, secret, and legitimate (JEMALI et al., 2017) (Kuzminykh, I;
Carlsson, 2018). Since [oT systems are more susceptible to different kinds of passive and active attacks
than their conventional counterparts, the latter two factors reflect the primary challenges encountered
throughout the deployment of IoT systems. When the content of the sent packets is extracted, passive
attacks seriously compromise the secrecy of the data. However, when packets are added, removed, or
altered, active assaults compromise the authenticity and integrity of the data. The use of encryption is one
of the recommended defences against these assaults. (Dusdar& Want, 2015).

II. LITERATURE SURVEY
The development of steganography and cryptography came about as a result of the numerous attacks and
threats that engulfed smart phone technologies. Steganographic approaches have been used over time to
securely protect data communication. According to (Dengre, Gawande, &Deshmukh, 2013), the term
steganography originates from ancient Greek “Stegano” which means something that is covered or secret
and “Graphia” or “Graptos” which means putting down something or writing it. The authors in
(Alotaibi&Elrefaei, 2015) state that for steganography to execute its intended purpose, there are certain
techniques that need to be implemented. At least one or two of the following techniques under
steganography may be used: spread spectrum techniques, transform domain techniques, and substitution
and insertion techniques. However, they describe substitution, injection and propagation as the most
relevant techniques under steganography. The substitution exchanges small parts of the carrier file for the
hidden message to stay undetected by the intruder. Injection basically avoids suspicion when the file is
added to the cover media, whilst propagation distinguishes the use of cover objects but uses the
generation engine given by unseen data to mimic a file (being it music, sound, or text).
The authors in (Kyei, Panford, Hayfron-acquah, Student, & Lecturers, 2019) employ optimum
steganography and cryptography. The Least Significant Bit (LSB) algorithm is applied to insert or embed
messages into a cover object. The cryptography used in their study employs the use of the asymmetric
cryptography known as the RSA. The combination of both the LSB insertion technique and the RSA
technique in their system makes it one of the best applications to ensure data security and secrecy on
android smart devices. Steganography is a technique used for hiding secret data in an object known as an
image (M &Hussain, 2014). Generally, the intensity of pixels is a method applied in concealing data
within image steganography. Hence, images are found to be the most popular and commonly used cover
objects in steganography.
The authors in (Apau, B., &Twum, 2016) aimed towards ensuring the same file size output after it is
embedded, and reducing the file size to be embedded remarkably. The first aim is obtained by re-
encoding and reconstructing the cover video through video encoding techniques. Next, LSB is deployed
in embedding the file within a converted frame. The RSA and Huffman code compressing algorithms are
used to reach a high capacity of payload. The analytic results indicate that the embedding of files within
cover videos keeps the characteristics of both the original and the stegano video the same. As for the
compressing levels, they were found to be above average, namely more than 20% percent.

III. CONFORMAL MAPPING IN IMAGE PROCESSING
Conformal maps are functions that preserve both the angle and shape of an infinitesimal figure, but not
necessarily its size (as equation 1) (Frederick & Schwartz, 1990).

w=f(z) (1)

To state it in a more specific way, a map is considered to be conformal (or angle-preserving) at z0
whenever both the oriented angles between curves through z0, and their orientation or direction are
preserved. To exemplify, an important family of conformal maps results from complex analysis.

=€ (2)
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In case U (as in equation 2) is an open subset of the complex plane, then the function derivative is with
every non-zero on U. Whenever f is anti-holomorphic, which means that it represents the conjugate to a
holomorphic function, then the angles remain preserved but their orientation is reversed. The Riemann
mapping theorem mentions that all conformal non-empty open proper subsets of C with a simple
connection admit bijective conformal maps to the open unit disk around P in complex plane C. P here
represents a given point within the plane. The open unit disk is the collection of points that have a
distance to P less than 1. The implication is made that if U is an open subset with a simple connection in
complex plane C (which is not all of C), this means that a bijective or one-to-one mapping (f) exists from
U to the open unit disk D (Sharon & Mumford, 2000) .

fU—D 3)
where

D={zeC:|z|<1}

As (in equation 3) f'is a bijective map it is conformal.
The map of an extended complex plane (equaling a sphere) is considered to be conformal if, and only if; it
is a Mobius transformation, in other words, a transformation that leads to a rational function of the form
(Ganguli, 2004).
az+b
f(2) = “4)

cz+d

Regarding the conjugate, it preserved the angles but it reverses the orientations of them. Figure 1 shows
the conformal mapping graph.

Figure 1 Conformal mapping graph
The transformations applied in relating different fish to each other may vary in terms of complexity.
Figure (2) shows examples of transformation that illustrate the fish's shapes.

[ e a, A e
) s 7 3 = P
& /411,73 NGy ,,%), t .5'5
- N
K ) - ﬁi‘
TN g oa )
4] 3 :l"y g "J/
rs'/ N

Figure 2. Transformation examples, These images are taken from (Arthur, 2006)

RSA Cryptosystem

R. Rivest, A. Shamir, and L. Adleman (1978) published an academic article in which a public-key crypto-
system is proposed which includes key generation and public-key ciphers. Their security depends on the
presumed complexity of factoring integers into their prime factors. This RSA crypto system, named after
the acronym of the authors’ surnames, has proved its efficiency until present day. Its cryptographic
applications include banking, e-mail security, and online e-commerce. Besides its practical applications, it
is most commonly used for encrypting small pieces of data, particularly for key transport, and digital
signatures and certificates on the internet (Deen, El-Badawy, &Gobran, 2014). The RSA algorithm can be
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described as a system of asymmetric cryptography whereby two sets of keys are used in encrypting and
decrypting messages. This is necessary for ensuring the security of quality information. The generating of
such keys requires processes of complicated mathematical computations, resulting in the public and
private keys. The first key is given to the sender of the message so that the messages are encrypted,
whereas the private key is given to the receiver so that they can decrypt the encrypted messages secretly
(Apau&Adomako, 2017). The RSA algorithm is determined by a finite (Galois) field exponentiation over
integers modulo a prime, and it makes use of larger integers that consist of 1024 bits. (Oleiwi, Alawsi,
Alisawi, Alfoudi, &Alfarhani, 2020).
Steganography
Steganography can be described as the act of hiding data to be transmitted via apparent innocuous carries
so as to conceal the presence of data. Even though steganography is found to be an old craft, it has been
revived with the emergence of computer technology (Kamble, Engineering, Gaikwad, & Engineering,
2013). Computer-based steganographic techniques presented the initial introduction of covering data
digitally by embedding information in such a way that it is unknown to the original cover (Khalid
Obayes, 2013). This kind of information can be shared through communication as text, or a binary file,
and extra information about the cover or the owner could also be provided, like digital watermarks or
fingerprints. The basis of steganography involves the concept of artifacts like bitmaps and audio files
containing redundant information. Whenever messages are hidden using steganography a remarkable
reduction is observed in the possibility that the message might be detected. The encryption of the
messages also adds an extra layer of protection, as the message needs to be decrypted in case it is
discovered. Steganography can be viewed as akin to cryptography (Kamble et al., 2013), as both are used
as means for adding elements of secrecy to the communication. Cryptography techniques tend to
scramble messages so that only authorized persons can understand it when intercepted (Amin, Salleh,
Ibrahim, Katmin, &Shamsuddin, 2003).
Throughout the last years, various steganography techniques are proposed for embedding hidden
messages within multi-media objects such as images. As for the latter, there are several ways through
which secret messages or information are hidden so that no alternations made to the original images can
be discerned. Some of the most popular techniques involve:

e Least Significant Bit insertion (LSB).

e Masking and filtering.

e Transform techniques.
Least Significant Bits (LSB) insertion represents a simplified approach to embed information within
image files, as the message bits are directly embedded into the least significant bit plane of the cover
image, following a deterministic sequence. No human-perceptible differences result from the modulation
of the least significant bits, as the change amplitude is relatively small. There are several benefits related
to the use of LSB, including its simple embedding of message bits within the LSB planes of cover-image,
and the comparatively smaller amplitude of change to the bits which makes the resulting stego-image
seem identical to the cover-image, allowing a higher perceptual transparency (Khalid Obayes, 2013).
Compression
Data compression is categorized in two types: lossy compression and lossless compression. In most of the
cases the loss of information is not tolerated due to the precious nature of data (Nitu, Kumar, & Rishi,
2019). Examples include the field of medical imaging, fingerprint data, and computer programs. In
addition, lossless data compression is more desirable in case of text. Therefore, the data must be
compressed in such a way that one hundred percent of the data is extracted after decoding the compressed
data. Hence, lossless data compression is more preferred over lossy compression. Since the data is
decoded one hundred percent as of the original data, it is also referred to as reversible compression (Shah
&Sethi, 2019). In the proposed method, the GZIP was used to perform the last step, which is to compress
the cover image after the secret image was hidden inside it (the stego image).
There are two types of GZIP. To compress real time data, GZIP makes use of a combined LZ77 and static
Huffman encoder. Meanwhile, to compress non real time data, GZIP makes use of a combination of LZ77
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and dynamic Huffman algorithm. The Static Huffman encodes the data in one go by assigning every
symbol a fix length of code. Static Huffman encoder does not bother to identify the frequency distribution
of data. Hence, the data is encoded efficiently with a compromise on compression ratio (Oswal, Singh,
&Kumari, 2016). A kind of moderate task is done by the dynamic Huffman encoder to encode the
symbols (Patel, Katiyar, &Arora, 2016). It encodes the symbols with variable length codes in such a way
that the symbol which occurs the most often gets lesser length codes, and the symbol which has a low
density is encoded with comparatively lengthy codes. As a result, a sufficient compression ratio is
achieved (Shah &Sethi, 2019) (Balakrishnan&Sahoo, 2006).
Peak Signal to Noise Ratio (PNSR)
PSNR is a standard metric used in steganography method in order to find the quality of the stego images.
The higher the value of PSNR, the more quality the stego image will have. If the cover image is C of size
M x M and the stego image is S of size N X N, then each cover image C and stego image S will have
pixel value (x, y) from 0 to M-1 and 0 to N-1 respectively. The PSNR is then calculated as follows
(Khalid Obayes, 2013):

sz]

PNSR = 10l0gy, | )

Where

MSE = ¥ st ee)-sxa? - (6)

IV.  PROPOSED METHODOLOGY

In this paper, a mechanism for transmitting an encrypted image has been proposed to obtain high security
in transmission. Figure (3) shows the overall outline of the process of sending and receiving the image,
whereby the processing was done in the two stages of sending and receiving, as shown below.

Original Conformal Encryptio —
Image Mapping n (RSA) OYECAMALC

B¢ |53

Steganograph
Send by IoT Compress y (LSB)

Figure 3 Sending phase in [oT

@ G

Sending phase

The transmission process goes through a number of steps, which are: conformal mapping, encryption,
steganography, and image compression.

1. Conformal Mapping

In this step, the initial image processing was performed to obtain a new image with the same
characteristics as the original image, but with a different appearance. Figure (4) shows the steps for
converting the original image into a processed image using the conformal mapping algorithm.

k2
o

Figure 4 Converting the original image according to geometric models
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2. Image Encryption

The RSA algorithm was used to encrypt the image. It depends on the use of two keys with prime
numbers symbolized by (p, q) and the calculation of the value for each of (E, N, M) mathematically.
Figure (5) shows the value of p = 11, q = 13, E=7, we also specify the image to be encrypted and the
place to save the resulting image from the encoding process. The input is a jpg image, with an image
resolution of (512x502). The execution time was only (12s), and the output of the encryption process is a
text file for ease of concealment as well as for the ease of transferring the image within the loT
environment.

Figure 5 Image encryption by (RSA)
3. Steganography
The LSB algorithm is used to hide the text file generated from the previous step. The image type (bmp) is
used as the cover of the text file. Figure (6) shows the cover image properties. In this step, the issue of
encrypted image size is solved, as the text took a smaller size than the cover image, which in turn
facilitates the process of hiding. The size of the resulting images are also preserved and sent to the
compression algorithm.

Figure 6 Steganography step

4. Compress Image

The GZIP algorithm is one of the important compression algorithms adopted as a tool for compressing
files on websites. This algorithm is used for the image resulting from the hiding step.

Received Phase

The received image after compression is sent over the Internet as the first step in the receiving process.
Their sequence is illustrated in Figure (7). The following is an explanation of the receiving process:

Received Decompress  Extract {LSB) Decryption

by IoT (Gzin) (RSA)
0:,99%,0 -

0, i
g

®O
@ o
Original Image  Conformal Mapping
—

Figure 7 Receiving phase
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1. Decompress

The GZIP function was used to decompress the received image. This process produces the cover image. T
is considered to be important as it may fool the intruder by not being able to identify the hidden file inside
the cover image.

2. Extraction

In the Steganography step, the LSB algorithm was used to hide the original image in the cover image. In
the process of extracting the original image from the cover image, we also used the same algorithm, the
input for this step is a BMP image and the output is a text file of type (txt).

3. Decryption (RSA)

In this step, the TXT text file is received and decrypted by the RSA algorithm. First, the values of D, N
are entered, which are calculated based on the values of P, Q as inserted during the transmission process
(encryption step). The decoding process results in a jpg type image. This step is the basic step in
accessing the image to be secured. Figure (8) shows the decrypting execution step.

Source Encrypt Image Decrypt Image
E Cipher File Path:

Properties « ’ Desktop\;

image Name:

Load File to Decrypt
Image Resolution:

Image Size:

ReSet Details

Store File at:

Decrypt Image

Figure 8 Decoding the text file to obtain the encrypted image type jpg

V. EXPERIMENTAL RESULT

To test the proposed method, four images of different sizes were used, three of which are jpg type and one
is bmp type. Table (1) shows the basic characteristics of these images, such as their dimensions, type, and
size. Picture 4 differs as the initial processing was not performed on it (conformal mapping). The rest of
the images underwent the initial processing of conformal mapping, which in turn changed the appearance
of the image (white spaces are added). These changes are not exploited in the encryption process, as this
effect is clearly observed at the time of implementation. The encoding of the images is the least possible
in the fourth image (4s).

As for the size of the image resulting from combining the encrypted image with the cover image in the
process of concealment, it was the least for image 4, which is 136 KB. In the process of compression,
image 3 presented the best performance despite the convergence of the results. It is worth noting that the
parameter values of (PSNR and MSE) were represented by 8-bit pixels for each sample. The results
execution appears to be perfect, as shown in Table (1).

Table 1 The table shows the main characteristics of the images with the implementation results of the

proposed method
Image Characteristics Result execute
Dimension Image Size |'.l’l(‘lj_\"]'llml| Steganography Blze “"“." MSE | PSNR
Type time compression
N 3.12 Type: .txt |
2 J 2. q 59
Imagel | 502x512 BMP MB 12s Size: 436 KB 73 MB 9.6 | 38.59 |
. | 208 Type: .txt |
¢, 2x P b 2 2 2
Image2 | 612x516 | PNG MB Gs Size: 219 KB 2.76 MB 329 | 42.99
40.3 . Type: .txt
Image3 | 616x512 | JPG MB 14s Size: 494 KB 2.68 MB 11.32 | 37.62
i . [123 Type: .txt |
25%225 S 2.75 2.75
Tmaged | 225x225 | JPG | 4s Sise: 137 KB 75 MB 75 | 43.77 |
Cover 4 & 312
Image 1280=853 | BMP MB
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CONCLUSION

The results show great promise when the results are obtained and the degree of distortion in the stego
picture is calculated using the PNSR measure. Several inferences may be made from this. A trustworthy
and private communication method was created by the four security tiers. Although it took longer to
analyse, the first level's use of conformal mapping introduced distortion to the hidden image, making it
somewhat confusing while maintaining the image's original characteristics. The security is further
strengthened by the second level of RSA security, which is dependent on the number of primes. Apart
from the security feature, the encrypted photos include no missing data. Additionally, the speed at which
the picture is sent and received after being converted to a text file and then compressed using GZIP is a
useful feature of web sites.
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