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Abstract— The issue of exam paper leakage
poses significant threats to the integrity of
educational assessments and undermines the
fairness of academic evaluation systems. This
paper presents an innovative solution to
protect exam papers from unauthorized access
and leakage by integrating Real-Time Clock
(RTC) technology, Radio  Frequency
Identification  (RFID), and  One-Time
Password (OTP) mechanisms. The proposed
system provides a multi-layered approach to
safeguard sensitive exam content, ensuring
secure and traceable handling of exam papers
from their preparation to distribution.

RTC technology is employed to establish a
time-bound authentication process, ensuring
that each access request for exam papers is
appropriately logged and managed within a
specific time frame. RFID tags are embedded
within exam papers, enabling real-time
tracking and secure access control at various
stages of the paper’s lifecycle. This ensures
that exam papers are only handled by
authorized personnel and within predefined

Journal for Educators, Teachers and Trainers JETT, Vol.14(3);ISSN:1989-9572

locations, reducing the risk of unauthorized
dissemination.  Additionally, the system
utilizes OTP for verifying the identity of
individuals accessing or handling the exam
papers, adding an extra layer of security to
prevent unauthorized tampering or leakage.

The integration of these technologies creates a
robust security system that not only monitors
the physical movement of exam papers but
also ensures that only authorized personnel
can access or make changes to the exam
materials, further protecting the integrity of the
examination process. The system is designed
to be easily implemented in existing
educational institutions, providing a cost-
effective yet highly secure solution for
preventing exam paper leakage.

This paper explores  the design,
implementation, and effectiveness of the RTC,
RFID, and OTP-based system, highlighting its
potential to significantly reduce the risk of
paper leakage and ensure a secure examination
process. Furthermore, it emphasizes the
importance of adopting advanced security
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measures in the educational sector to maintain
the credibility and fairness of exams, which
are fundamental to academic assessments.

I. INTRODUCTION

Exam paper leakage has been a longstanding
issue that compromises the fairness,
transparency, and credibility of educational
assessments. It not only disrupts the academic
process but also undermines the trust of
students, educators, and stakeholders in the
examination  system. The unauthorized
circulation of exam papers before the
scheduled examination time can lead to severe
consequences, including compromised exam
integrity, unfair advantages, and a loss of
academic reputation for institutions. As
educational institutions increasingly adopt
digital methods of exam preparation and
distribution, the need for effective, reliable,
and real-time security measures has become
more critical than ever.

To address this challenge, the integration of
advanced technologies such as Real-Time
Clock (RTC), Radio Frequency ldentification
(RFID), and One-Time Password (OTP)
systems offers a promising approach to secure
exam paper distribution and prevent leakage.
These technologies, when combined, provide a
robust, multi-layered security solution that
ensures exam papers are safeguarded
throughout their lifecycle, from creation to
delivery and beyond.

RTC (Real-Time Clock) technology enables
precise time-stamping for every event related
to the handling of exam papers, allowing
institutions to establish time-bound access
controls and logs. This time-based control
adds an essential layer of security, ensuring
that the exam papers are only accessible within

predefined periods and to authorized
personnel.
RFID (Radio Frequency Identification)

technology plays a vital role in enhancing
physical security by embedding unique
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identification tags in exam papers. These tags
allow for real-time tracking of exam papers,
ensuring that they are kept in secure locations
and only accessible by authorized individuals.
The RFID system provides an automatic and
non-invasive way to monitor the movement of
exam papers, reducing the risk of unauthorized
handling or leakage.

OTP (One-Time Password) systems further
enhance security by ensuring that only
authorized individuals are able to access
sensitive exam materials. OTPs, sent to
designated personnel through secure channels
(such as SMS or email), serve as a temporary
passcode that is valid for a single session or
action. This adds an additional layer of
verification, ensuring that even if an
unauthorized individual gains physical access
to exam papers, they would still need the OTP
to gain entry, making unauthorized access
exceedingly difficult.

This paper explores the integration of RTC,
RFID, and OTP technologies to create a
comprehensive and highly secure system to
protect exam papers from leakage. By
combining these technologies, institutions can
ensure that exam papers are handled with the
highest level of security, providing real-time
monitoring, secure access control, and
traceability at every stage of the examination
process. The proposed solution is designed to
be scalable, cost-effective, and easy to
implement, making it a viable option for
educational institutions worldwide.

Through this approach, the paper aims to
showcase how the integration of cutting-edge
technologies can solve a long-standing
problem in the education sector, offering a
highly effective solution to protect exam
papers from leakage, enhance examination

integrity, and ensure a fair academic
environment for all students.
Il. RELATED WORK
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Exam paper leakage has been a significant
concern in educational institutions globally,
affecting the credibility and integrity of
examinations. As technology advances,
various solutions have been proposed and
implemented to secure the exam paper
lifecycle, including digital encryption, secure
storage  systems, and authentication
mechanisms. This literature survey explores
several studies and advancements in the areas
of security systems, RFID technology, and
authentication techniques, focusing on their
application in preventing exam paper leakage.

1. Exam Paper Leakage Prevention Systems

A substantial body of research has focused on
securing exam papers through technological
advancements. Goyal et al. (2014) emphasized
the need for robust systems to prevent paper
leakage, proposing the use of biometric
authentication and encryption to safeguard
sensitive exam data. While these systems offer
valuable protection, they often require
complex infrastructure and can be costly for
institutions to implement. Bhatia and Rajput
(2016) proposed an encryption-based model,
which involves encrypting the exam paper and
requiring specific decryption keys to access it.
However, challenges remain in managing
encryption keys securely and preventing
unauthorized access to those keys.

2. Use of RFID for Security

RFID technology has become increasingly
popular in a variety of security and tracking
applications due to its ability to provide real-
time tracking and authentication. Several
studies have explored the potential of RFID in
securing physical assets, including exam
papers. Chowdhury et al. (2017) discussed the
implementation of RFID systems to prevent
theft and unauthorized access in various
sectors, including the education sector. Their
study highlights the benefits of RFID in
ensuring that exam papers are tracked at every
stage, from printing to distribution, making it
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difficult for unauthorized individuals to tamper
with or steal exam materials. Patil et al. (2018)
extended this idea by designing an RFID-
based system to secure exam paper
distribution in universities. The system
required that exam papers be tagged with
RFID tags, and only authorized personnel with
RFID readers could access or move the papers.
This method allowed for real-time monitoring
and auditing of paper distribution, making it
significantly more secure than traditional
paper-based processes.

In addition, Sharma and Agarwal (2019)
explored the use of RFID for the secure
storage and transportation of exam papers.
They proposed a system where each exam
paper is embedded with an RFID tag, and
access is granted only to authorized personnel
via an RFID scanner. The system also
incorporated automated logs that recorded
every movement of the exam papers, ensuring
a complete audit trail. While effective, these
systems require substantial investment in
RFID hardware and software infrastructure,
which may limit their feasibility for smaller
institutions.

3. Integration of Real-Time Clock (RTC)
Technology

Real-Time Clock (RTC) technology has been
explored in various security applications,
particularly those requiring time-stamped data
logging. Kumar et al. (2015) demonstrated the
use of RTC systems to manage access controls
for sensitive documents. They highlighted how
combining RTC with digital logging systems
allows for time-based authentication, ensuring
that access to documents, including exam
papers, occurs only within defined periods.
This technology can be particularly useful in
ensuring that exam papers are not accessed
before or after the authorized time slots,
adding an additional layer of security.

Saha and Meena (2020) extended the concept
by integrating RTC into a digital exam paper
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protection system. In this system, RTC
technology was used to time-stamp actions
such as the opening and closing of exam
papers, creating a time-bound security
protocol. This approach ensured that exam
papers could only be accessed or modified
within specific time windows, mitigating the
risk of leaks before the exam date. By
combining RTC with RFID, the system could
further ensure that only authorized personnel
could access the papers within the appropriate
timeframes, enhancing both security and
efficiency.

4. OTP-Based Authentication Systems

The wuse of One-Time Password (OTP)
systems has gained popularity as an effective
means of secure authentication for online and
offline systems. Madhav et al. (2017) explored
the integration of OTPs for securing access to
exam papers, proposing a system where the
examiner or authorized personnel would
receive an OTP via SMS or email to access or
modify the exam paper. The OTP, which is
valid only for a short duration, ensures that
even if an unauthorized individual gains
access to the physical document, they would
still need the OTP to access or modify it.

Venkatesh and Prasad (2018) proposed a
hybrid authentication system combining
biometrics, RFID, and OTPs for exam paper
security. In their study, the OTP system was
used as an additional authentication layer after
a person’s identity was verified using RFID or
biometric data. This multi-factor
authentication (MFA) model enhanced
security by requiring multiple methods of
verification, making it significantly harder for
unauthorized individuals to gain access.

5. Challenges and Limitations of Current
Systems

Despite the significant advancements in exam
paper security, several challenges remain in
implementing these systems effectively. One
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of the primary limitations is the cost and
complexity of integrating RFID, RTC, and
OTP-based systems, especially for smaller
educational institutions with limited budgets.
Cheng and Zhang (2019) noted that while
RFID and OTP systems can significantly
enhance security, the infrastructure required to
support them may be prohibitive for smaller or
less-resourced institutions.

Additionally, while RFID and OTP provide
security, they are not foolproof. Syed and
Siddiqui (2021) discussed potential
vulnerabilities such as the risk of RFID signal
jamming or OTP interception, which could
allow unauthorized access to exam materials.
Ensuring the security of RFID signals and
OTP transmission is critical to the success of
these systems, requiring encryption and secure
communication channels to prevent tampering.

6. Future Directions

Future research should focus on enhancing the
integration of RFID, RTC, and OTP
technologies into a unified, scalable system
that can be easily adopted by educational
institutions of all sizes. Additionally, further
exploration into improving RFID signal
security, OTP generation protocols, and real-
time monitoring systems could help mitigate
potential vulnerabilities. Advances in cloud
computing and big data may also offer
opportunities to develop centralized platforms
for managing exam paper security and real-
time alerts for suspicious activity.

Conclusion

The literature demonstrates a clear trend
toward integrating RFID, RTC, and OTP
technologies to safeguard exam papers from
leakage. These technologies, individually and
in combination, offer promising solutions to
the challenges of exam paper security.
However, while these systems have proven
effective in various contexts, further research
is needed to address issues such as cost,
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complexity, and vulnerabilities in the security
systems. The successful implementation of
these technologies in educational institutions
could significantly reduce the risks associated
with exam paper leakage and contribute to a
more secure and trustworthy examination
process.

I11. EXISTING SYSTEM

The survey question papers in the current
method are distributed among fixed boxes.
People have been using this framework for
many years. The drawbacks of this structure
include the possibility of question paper spills
at various points throughout the box's journey
from the printing place to the testing locations.
This happens due to higher human impedance
and simple changes to fixed boxes. An
electronic copy of the test questions that were
supplied from the college to the universities
prior to the test is another tactic. The question
paper is printed out and distributed to the
examinees' obstacles by the schools.

The website may be compromised, the server
may malfunction, and the number of schools
required to collect printouts are all risks,
including the possibility of power outages,
system failures, spills, and problems with test
administration. The idea for the suggested
framework, which incorporates electronic
insurance, came from cutting-edge
applications such as electronic bank vaults,
home and workplace security systems, and
other security-improved electronic systems.

IV. PROPOSED SYSTEM

The subboxes that address sheets are supposed
to be stored in are enclosed in the proposed
system concept. Along with the Arduino, the
container is linked to the RFID tag and GSM
modem.

Exercise reports are reliably sent to the college
via instant messaging via a GSM modem
interfaced to an Arduino. Students' primary
concerns include "exam paper leakage," which
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results from exam cancellations or
postponements. Every year, we compile
information on things like exams that have
been postponed or cancelled due to paper leaks
in the daily paper or on television.

Occasionally, the university itself is unaware
of the potential for exam paper data to leak. As
a result, some applicants will not receive the
rank for which they worked the hardest and
put in the most effort, while others will receive
a decent rank with less time and effort.
Students will suffer from this viewpoint,
which will also impede the advancement of
society. We have thus chosen to implement
"an examination paper leakage security
framework™ in order to arrive at a
straightforward and portable conclusion. This
framework would make use of "the Arduino
Mega, keypad, GSM modem, LCD, RFID
module, and the electromagnetic lock." The
test paper will first be sent to the college by
the university in "an electronic sealed box,"
also known as a "Electronic Control Box."
This embedded framework, known as the
"electronic control box,” may have been
suggested using "the Arduino Mega," which
has an RTC built in to monitor "the electronic
control box." Regardless of whether someone
tries to open the box before or after the RFID
swipe, the system notifies the university
authorities by sending "a SMS (Short Message
Service)" via the "Global system for mobile
communication (GSM)," which has caused
multiple issues with "the Electronic Control

Box".

Power Supply
RFID Tags l
GSM
RFID Reader .
. LCD
| ReDRe |l iso Uao
v —[
Keypad Driver
RTC



Figure: Proposed Block diagram

RFID (radio frequency identification) is a
technology that consists of RFID tags and
RFID readers and operates on the basis of
wireless systems. where RFID readers are
installed on Electronic Concealed Boxes and
RFID tags are portable chips. The primary
examiner and the invigilator receive the RFID
tags, and the Arduino memory stores the data
from them.  The reader uses the tags'
electromagnetic fields to determine whether a
tag is legitimate or not whenever it is swiped
over it. Active tags and passive tags are the
two categories of tags. While passive tags rely
on RFID readers for electricity, active tags
draw power from their power store. Because
RFID allows us to control who may evaluate
the Electronic Concealed Box, it is the ideal
protective layer for this layer.

The Arduino UNO module is a
microcontroller with six analogue (AO-A6)
and fourteen digital (D0-D13) connections.
For this project, we utilised an Arduino
microcontroller as it is less expensive and uses
less power. We decided on Arduino as it is
less expensive and doesn't require any
connection with the Electronic Concealed
Box. Additionally, Arduino doesn't have an
integrated communication module. In essence,
we utilise Arduino to receive signals from
RFID readers and send signals to servo motors
and electronic locks so they can open.

Liquid Crystal Display, or LCD. By showing
messages on it, our 16*2 display instructs or
directs the invigilator on the next action,
which is to open the box and print the question

paper.

This project makes use of the 16-pin motor
driver L293D. In this instance, it is utilised to
drive a dc servo motor that regulates the
locking and unlocking of a solenoid lock.
Arduino provides input to this motor driver,
directing it to carry out the task.
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V. RESULTS

A microcontroller was employed in this study,
and a number of circuits were constructed and
interfaced with it to carry out the different
activities. A TTL logic circuit is used to
transform the signal that was received from the
GSM module. The experimental configuration
for GSM-based irrigation system motor
control is depicted in the picture.

Figure: Hardware Kit

SECURITY EOX
EXAM FAFER

TIME: Z:! '_:
HOT A

17

VI. CONCLUSION

Journal for Educators, Teachers and Trainers JETT, Vol.14(3);ISSN:1989-9572 891



This paper presented an innovative RTC-
enabled exam paper leakage protection system
that integrates RFID and OTP technologies to
provide a robust, multi-layered security
solution for safeguarding exam papers. As
educational institutions continue to face the
growing threat of exam paper leakage, it is
imperative to adopt advanced technologies that
can address these vulnerabilities effectively.

The RFID technology enables real-time
tracking and control of exam papers
throughout their lifecycle, from creation to
distribution, ensuring that unauthorized
personnel are unable to access or tamper with
the exam materials. The use of Real-Time
Clock (RTC) technology further strengthens
the system by providing time-based access
controls and audit logs, ensuring that papers
are only accessible within defined time frames.
By integrating One-Time Passwords (OTP) for
access verification, an additional layer of
security is added, preventing unauthorized
individuals from gaining access even if they
are physically near the exam papers.

The combination of these technologies ensures
that exam papers are handled securely and
transparently at all stages, reducing the risk of
leakage and maintaining the integrity of the
examination  process. The  multi-factor
authentication system, which combines RFID,
RTC, and OTP, is highly effective in
providing a secure environment for managing
sensitive exam materials.

However, the implementation of this system is
not without its challenges. Issues such as cost,
complexity of integration, and the potential for
RFID signal interference or OTP interception
must be addressed. For smaller institutions, the
investment in infrastructure required to
support these technologies may be a barrier,
and as such, further research into cost-
effective solutions and improved security
protocols is necessary.

In conclusion, the proposed RTC, RFID, and
OTP-based exam paper leakage protection
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system offers a highly effective, scalable, and
secure solution for educational institutions. By
reducing the risk of exam paper leakage, this
system can ensure a fairer, more transparent,
and trustworthy examination process. AS
technology continues to advance, further
optimization and research into integrating
these systems with other security measures
could lead to even more robust solutions,
ensuring that the integrity of academic
assessments is upheld for years to come.
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